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BOB Financial

-RFP of for BFSL

Dated: 23-12-2023

RFP NO: CO: BFSL/SYS RFP/23-24/08

‘Security Audit (IS Audit).

Sr. No.

Pg No

Point No

Tender Original Clause

Clarification

Request for Change / Modification / Addition / Deletion

BFSL Remarks

Annexure 01-Eligibility Criteria - IS Audit 23

(B) Eligibility Criteria

S.No. 1 - Legal Entity
The bidder must be an Indian firm; a public or private firm, registered
under Companies Act 1956, a proprietorship firm, or a partnership firm
registered under the Partnership Act, 1932 or an LLP. (Consortium of
companies not permitted)

N.A.

Request to kindly modify clause as below:

The bidder must be an Indian firm; a public or private firm, registered under|
Companies Act 1956, a proprietorship firm, or a partnership firm registered
under the Partnership Act, 1932 or an LLP Act, 2008. (Consortiu-of
cormpanies-hotpermitied)

RFP term cannot
be change

Annexure 01-Eligibility Criteria - IS Audit 23

(B) Eligibility Criteria

S.No. Business Operation
Bidder must have provided/done similar service any 2-3 of the NBFC /
Financial Institute or Banks.

NA.

Request to kindly modify clause as below:
Bidder must have provided/done similar service any 2-3 of the NBFC /
Financial Institute or Banks/ Insurance Sector/ Govt. sector/
Enterprises in India/Globally

No Change

Appendix 01 Technical Evaluation

S.No. 1
Information Security Audits completed (In the last 5 years) in any
Public sector Bank in India, BFSI Sector other than Banks in India.

NA.

Request to kindly modify clause as below:
Information Security Audits completed (In the last 5 years) in any Public
sector Bank in India, BFSI Sector other than Banks/ Insurance Sector/
Financial Institutions/ Enterprises/ Govt. sector in India/ Globally.

No Change

Appendix 01 Technical Evaluation

S.No. 1
Documentry proof : Engagement Letters and Purchase orders from all
the relevant BFSI Clients.

N.A.

Request to kindly modify clause as below:
Documentry proof : Engagement Letters and-OR Purchase orders/ Work
order from all the relevant BES|-Clients.

No Change

Appendix 01 Technical Evaluation

SNo.2
Infrastructure Audits of Data Centre's completed (I the last 5 years)
in any Public sector Bank in India, BFSI Sector other than Bank in India.

N.A.

Request to kindly modify clause as below:

Infrastructure Audits of Data Centre's completed (In the last 5 years) in
any Public sector Bank in India, BFSI Sector other than Banks /Insurance/
Financial Institutions/ Corporates/ Govt. sector in Indial Globally.

No Change

1.1(b)

IT Infrastructure in DC and DR

N.A.

Request to kindly clarify clause as below:
Please clarify the details of work to be performed for the assets defined
under this section

The inventory
sheet attached.

110

Network Facility and Equipment Management

NA.

Request to kindly clarify clause as below:

Our understanding is that the review of documentations, process and
procdures are to be performed for Netwrok Facility and Equipment
Management. Kindly clarify as no other details provided in the RFP

Details mentioned
on page no 12 of
47in RFP
document.

1109

Database Management System and Data security:

NA.

Request to kindly clarify clause as below:
Our understanding is that the review of documentations, process and
procdures are to be performed for Database Management System and
Data Security. Kindly clarify as no other details provided in the RFP

Details mentioned
on page no 13 of
47in RFP
document.

14 (h)

Help Desk:

NA.

Request to kindly clarify clause as below:

Our understanding is that the review of documentations, process and
procdures are to be performed for Helpdesk. Kindly clarify as no other
details provided in the RFP

Details mentioned
on page no 13 of
47in RFP
document.

Additional clarification required

Request you to kindly provide count and name of Policy, procedures, SOP
or any other documents to be reviewed.

Policy,
procedures, SOP
or any other
documents will
share with
selected bidder for]
review.

Indemnity

Tenderer shall indemnify and hold harmless the bidder for all
Losses incurred in connection with any third-party Claim, except
to the extent finally judicially determined to have resulted primarily
from the fraud or bad faith of such Bidder.

We cannot
change / modify
the standard
cluase

Limitation of the
Bidder's Liability
towards the
Purchaser

Tenderer (and any others for whom Services are provided) shall
not recover from the Supplier, in contract or tort, under statute or
otherwise, any amount with respect to loss of profit, data or
goodwill, or any other consequential, incidental, indirect, punitive,
or special damages in connection with claims arising out of this
Agreement or otherwise relating to the Services, whether or not
the likelihood of such loss or damage was contemplated.
Tenderer (and any others for whom Services are provided) shall
not recover from the Supplier, in contract or tort, including
indemnification obligations under this contract, under statute or
otherwise, aggregate damages in excess of the fees actually paid
for the Services that directly caused the loss in connection with
claims arising out of this Agreement or otherwise relating to the
ervices

We cannot
change / modify
the standard
cluase

Non-solicitation

Bidder shall not hire employees of Tenderer or solicit or accept
solicitation (either directly, indirectly, or through a third party) from
employees of Tenderer directly involved in this contract during the
period of the contract and one year thereafter.

Understanding is
correct

Force Majeure

1) Bidder shall not be liable for forfeiture of its performance
security, Liquidated damages or termination for default, if any to
the extent that its delay in performance or other failure to perform
its obligations under the contract is the result of an event of Force
Majeure.

2) For purposes of this Clause, "Force Majeure” means an event
explicitly beyond the reasonable control of the Contractor and not
involving the contractor's fault or negligence and not foreseeable.
Such events may be due to or as a result of or caused by act of
God, wars, insurrections, riots, earth quake and fire, revolutions,
civil ion, floods, epi ics, quarantine icti trade
embargos, declared general strikes in relevant industries, satellite
failure, act of Gowt. of India, events not foreseeable but does not
include any fault or negligence or carelessness on the part of the
parties, resulting in such a situation. In the event of any such
intervening Force Majeure, either party shall notify the other in
writing of such circumstances or the cause thereof immediately
within five calendar days.

3) Unless otherwise directed by Tenderer in writing, the selected
contractor shall continue to perform its obligations under the
Contract as far as is reasonably practical, and shall seek all
reasonable alternative means for performance not prevented by
the Force Majeure event.

4) In such a case the time for performance shall be extended by a
period(s) not less than duration of such delay. If the duration of
delay continues beyond a period of three months, Tenderer and
the bidder shall hold consultations in an endeavour to find a
solution to the problem.

5) Notwithstanding above, the decision of Tenderer shall be final
and binding on the bidder regarding termination of contract or
otherwise

We cannot
change / modify
the standard
cluase

Termination for
Convenience

1) In case of termination, Tenderer shall pay the bidder for all
work-in progress, Services already performed, and expenses
incurred by the bidder up to and including the effective date of the
termination of this Agreement.

2) Tenderer shall be entitled to terminate/cancel the purchase
order at any time for the balance order quantity which is within the
delivery schedule with no liability on either side and without
assigning any reason thereof. However, the purchase order for
the quantity which has already been offered for inspection shall
not be cancelled and supply of the same shall be availed in due
course of time.

3) Bidder may terminate/cancel the contract by giving a written
notice of 30 days in case:

a) Its invoices are not paid on time

b) If Tenderer fails to comply with the terms of agreement

We are okay with
Point no. 1 and 2
and Point no. 3
cannot be change.




On payment of all bidder fees in connection with the Contract,
Tenderer shall obtain a non-exclusive license to use within its
internal business, subject to the other provisions of this Contract,
any Deliverables or work product for the purpose for which the

Need more clarity
or shall discuss

16 i ( PLPo h
Retention of copies Deliverables or work product were supplied. bidder retains all with shortlisted
rights in the Deliverables and work product, and in any software, idder only
materials, know-how and/or methodologies that bidder may use
or develop in connection with the Contract.
It is agreed that the services are being rendered on a non-

17 |Non-Exclusivity exclusive basis and the bidder shall have the right to pursue Understanding is
business opportunities that it may in its sole discretion deem correct
appropriate.

18 5 1.7 - Important Defails (Schedule of EVents, |+ 1-1c & e for submission of Bids: 15-01-2024 at 300 pm Request you to please consider extending the last of submission by 12|

contact & communication detas etc.) weeks
This is not related
) ) o " to an Audi, this is
The service provider will be required to define, roll-out and support a Is the requirement for an audit / review of the SOC operations and s
19 8 2.1- Intent comprehensive SOC Framework which will effectively and efficiently providing recommendations based on gaps identified or the bidder is
¥ ‘ " ’ performance
monitor, respond, and mitigate various threats faced by Bob Financial expected to provide a policy, procedure / framework document [ingishinined
shortisted vendor.
Schedule audit
twice in year
; - starting from the
The tenure of the contract initially would be for 1 year from the date of the| We understand for VA-PT for new/ changes in IT infra / application of the ;0\ 2 e of po.
scope of work, the tenure needs to be annually, however, please let us

20 9 2.2-Tenure issuance of first purchase order by the Company. Company can further ihe tonurs needs 1o The change

know the tentative period within which the other review needs to be
extend at mutually agreed terms management and
completed
new project audit
will be as on when
required.
BFSL will provide
Virtual Machine
1@l for toolservice
. » . g
21 10 A-VAPT assessment of IT Infra twice in | A- VAPT assessment of IT Infra twice in year Wil the tools and systems be facilitated by BFSL? If not, are open-source | installation.
- tools allowed or only commercial tools are expected from bidder? Required
ve tools/services and
its licenses in
bidder scope.
A- VAPT assessment of IT Infra twice in year :‘[e;Z;l::\C/EgL .
M@l ©) Conduct VAPT assessment of internal and external application/URL's What approach the bidder is supposed s to assess vulnerabiltes: Black |Biack Box and
22 10 A- VAPT assessment of IT Infra twice in |d) Conduct VAPT assessment of internal and external API's op PP g
¢ box or Gray box? Interanet
i) Conduct any additional scope required to comply to regulatory board °
applictaion/URL-
requirements
Graybox
Please provide the count for the listed assets to be reviewed:
- Firewall
; ) -1B
1@ a) Network Security review assessment of network equipment i.e. i
23 10 A-VAPT assessment of IT Infra twice in | Firewall, LB, WAF, Switch, Access Point etc. »V;::ch ng:e'd"ve"m'y
year b) Conduct security assessment of servers and database infra )
- Access Point
- Servers
- Database
1@
24 10 A-VAPT assessment of IT Infra twicein | &) COnduct security review assessment of BFSL developed applications Please share technology (PHP/Java/ASP) used for the assessment. Inventory Attached
e source codes review
@
25 10 A-VAPT assessment of IT Infra twice in | @) Conduct rescan of VAPT activity untilcloser of al findings from above Suggest that we restrict the count to two assessments post the initial No Ghange
e listed VAPT activities assessment
If any new
additional
regulatory borad
1@ requirement will
2% 10 A-VAPT assessment of IT Infra twice n |1 Conduct any additional scope reqired to comply to reguiatory board Please elaborate the requirements or provide an approdimate number of |[28 R0
requirements requirements
year contract tenure
then bidder has to
support for the
same.
Internet facing
@l application/URL -
- " B VAPT support for eonfiquration changes |&) Conduct security assessment of new projects What approach the bidder is supposed use to assess vulnerabiliies: Black |Black Box and
o n[;?: oot 'of e '98S | Infra/Application/URL/API etc before production movement. box or Gray box? Interanet
proj yea applictaion/URL-
Graybox
@l a) Conduct security assessment of new projects Unable to predict,
2 1 B VAPT support for canfiquration changes | MTa/APPlcation/URLIAP! etc before production moverment. Please let us know an approximate count of new request / changes based  |its based on
e "Z‘::’ oocts 'ogr Pl 95 [) Conduct VAPT of BFSL working Application /URL/API after any on BFSL's past experience
proj Ye changes reported in existing config version. ion requirement
1@
2 10 B VAPT support for configuration changes | ) CO1Uct VAPT rescan activiy uni closer of all observations received Suggest that we restrict the count to two assessments post the initial No Change
and o prcoct o ome yeer after security assessment. assessment
1. Is the work expected to be done onsite or remotely? Sidder has
30 10 1.1 (b) IT Infrastructure in DC and DR~ |- 2. Will BFSL provide the OPES at actuals or the bidder needs to consider |
the amount in its commercials? oar
BFSLDRIs in
Banglore anexcept
3 10 1.1 (b) IT Infrastructure in DG and DR |- For DR at Hyderabad, we understand that except for physical review, all  (for physical
: other review will be done remotely review, all other
review will be
done remotely
:{ ;m';ﬁ;m::jc?gf:ﬁ‘:“ms Please provide the count for the listed assets to be reviewed:
1.1 (f) Network Facility and Equipment 9 - Firewall
32 12 d) Review of Network device access control Inventory Attached
Management " - Network Devices
m) Review of switches, routers configuration, scalability and port )
- Switches and Routers
management.
Please provide the count for the listed asses to be reviewed:
- Router
- Network Switch
3 1 1.1 (f) Network Facilty and Equipment | u) Hardening of the equipment ike Router, Network Switch, IPS, IDS, -IPS, IDS Inventory Attached
Management Firewall, Load Balancer, HSM etc. - Firewall
- Load Balancer
- HSM
etc.
Requirement
details mentioned
in RFP on page
Please let us know the exact requirement for the scope. Also is the bidder ~[no 12 of 47. BFSL
34 13 110 New“{:aiac';'fny:r:“d Equipment |, Network Vulnerabilities and Threat Management. expected to bring their own tool or do you have any tool to manage this will provide VM if
29 requirement require and any
essential tool for
this task is in
bidders scope.
OK with
1.1 (g) Database Management System and |r) Audit the data base systems security through automated security Please elaborate on the automated scans to run on database, as this would | ecom™mended
35 13 mannual review as
Data security scans and manual reviews be risky to use production DB. We recommend manual DB review por reguistory

quidelines.




d) Problems and incidents are resolved, and the cause investigated to
prevent any recurrence

Mentioned details
scope on RFP

36 13 1.1 (h) Help Desk O Tran anvlysis and reporting Please elaborate the requirements for review under this requirement neg 130470
) Development of knowledge base para 1.1(h)
) Three domain
1. How many AD / Domain Controllers are there
37 15 11 (m) Domain Controler / AD (Domestic / | | 2. Is there a need to review the AD / Domain Controller as well or just the 3 [ COniroller- scope
International) 2 as per mentioned
line items that has been asked for
in RFP
38 15 1.1 (n) Staff Training ¢) Quality of Human resources /appointment process We understand the need is to review the HR process - please confirm g;‘::s'a"d'”g s
39 15 2. Business Continuity Plan & Disaster | ) o e\ of DRP Process Specify the count of applications and Infra in scope for DRP Inventory Attached
Recovery Planning
ITDR plan in
40 15 2. Business Continuity Plan & Disaster | ) o e\, of DRP Process What is the status of current ITDR plan implementation? place need to
Recovery Planning ‘
review.
el 15 2. Business Continuity Plan & Disaster | ) o e\, of DRP Process Is the mapping and tiering of all applications identified? understanding is
Recovery Planning correct
42 15 2. Business Continuity Plan & Disaster | ) o e\, of DRP Process Is RTO and RPO defined in the existing DRP? Yes
Recovery Planning
“ 15 2.Business Continuity Plan & Disaster | ¢ o 6o progess Are applications and infra which is covered in the DRP being tested Ves
Recovery Planning regularly?
“ 15 2.Business Continuity Plan & Disaster | g o 0o progess Do you have DR setup in place for alin scope applications which needed |
Recovery Planning to be covered in IT DRP?
5 15 2.Business Continuity Plan & Disaster | ¢ o 0o progess Is there any automation/orchestration tool in place for seamless switchover |Yes, itis
Recovery Planning and switchback outsource
46 15 2. Business Continuity Plan & Disaster | o e\ Business Flows Provide clarity of what business flows to be covered understanding is
Recovery Planning correct
e 15 2.Business Continuiy Plan & Disaster |, g o cinec pious Outine the current end to end business flow and highigh the key understanding is
Recovery Planning touchpoints correct
Will share these
2. Business Continuity Plan & Disaster What are the critical dependencies in current processes and how are they |details with
48 15 b) Review Business Flows
Recovery Planning managed? selected vendor
for this activity.
. 15 2. Business Continuity Plan & Disaster | i, o Rocource priory for recovery and recovery ime abjectives Is the critical resource identification process in place for recoveryinthe | understanding is
Recovery Planning eco event of disruption? correct
50 15 2. Business Continuity Plan & Disaster | i, o Rocource priory for recovery and recovery ime abjectives Is the critical resource to be human I No Change
Recovery Planning e recovery site?
2. Business Continuity Plan & Disaster ) ’ ] ’ i o understanding is
51 15 Rosovery Plnming c) Review of Resource priority for recovery and recovery time objectives Is the resource recovery strategy in place for prolonged disruption i
52 15 2. Business Continuity Plan & Disaster |, g ey of Business Continuity Strategy Is the BCP strategy a separate document apart from BCP Plan? understanding is
Recovery Planning correct
5 15 2. Business Continuity Plan & Disaster  |e) Review of adequacy Disaster Recovery Plan and Business Continity Is the BCP plan defined as per the BCP strategy and the same s inline | understanding is
Recovery Planning Plan with BCP Policy? correct
54 15 2. Business Continuity Plan & Disaster |, po ey of BCP & DRP for DC/DR Along with ITDR plan do we need to review Runbook application wise understanding is
Recovery Planning correct
! ) . o
55 15 2.Business Continuity Plan & Disaster | e oo tieved vs.projected result Are the projected resuils part of any plan? And for which process BCP or ~|understanding is
Recovery Planning DR or Both? correct
56 15 2. Business Continuity Plan & Disaster | poiew of process of business continuity objective Is the business continuity objective defined in Policy or Plan? understanding is
Recovery Planning correct
! Are you referring to BCP test or ITDR test results? Also clarify if we need .
57 15 2. Business Continuity Plan & Disaster |, oo ey of submission of test reslt to board to conduct any of these tests or do we need to present resuits of BCP and | Understending is
Recovery Planning correct
ITDR drills already completed in the past
! Specify the identification or SPF of BCP or ITDR process? If it is ITDR .
58 15 2. Business Continuity Plan & Disaster |, 1o ity individual Point of failure then do we need to review architecture diagram for each application in understanding is
Recovery Planning soope? correct
59 15 3. Security Operations Centre a) Review of SOC infrastructure / implementation of Security Tools ;'Fegfe provide the count and list of security tools currently implemented at |\ o Attached|
policy in place
60 15 3. Security Operations Centre ) People Management Please elaborate the requirements for review under this requirement
need to review
61 16 4. Application Audit - Please let us a range of applications that would be part of the review Inventory Attached
) Audit of management controls including system configuration/ )
62 16 4. Appl Audit Please elaborate the for ‘Appl :""}“’c':'"i;e"'ew of
development. Complete Review of Application Parameterization PPl
h) Interface controls - Application interfaces with other applications and e ) o
63 16 4. Application Audit security in their data communication. Whether the interface access is We understand that bidder will additionally be required to check on sample | Understanding is
! basis the output for application interface - please confirm correct
secure enough from penetration by internal / external users
RBI, SEBI and
64 16 4. Application Audit 1) Adherence to Legal & Statutory Requirements Please provide the list of applicable laws and the regulatory requirements |NPCI regulatory
quidelines.
Is the bidder expected to conduct Source Code Review or just review the | S100e" 1S ©
65 16 4. Application Audit t) Source Code Review for in house developed applications o I conduct Source
existing process and what will be range of such applications
code review
. a) Review of Migration activities with respect to Migration plan of BFSL. )
66 16 5. Migration :“dl‘l'czzlg:‘zas"“““re & |Ensure consistent, Please provide the count of migration plans / activities to be reviewed :::Z‘g‘: or
P! methodical approach adopted for migration of Data or Application
1. What other regulators will be included: SEBI, NCIIPC, efc. 61, SEBl and
67 17 6. Regulatory Compliance Audit Scope will be as per Regulatory guidelines given by Regulatory Authority 2. We understand the bidder is expected to perform these regulatory audits |\ o) reqatory
- please confirm what is the requirement el
3. How many such audits will be required to be conducted g -
If any new
addifional
regulatory borad
requirement will
68 17 7. Consulting Services Audit Related Consulting Services on need basis throughout the audit. Please elaborate the requirements for this scope of work be there during

contract tenure
then bidder has to
support for the
same.




Review existing
network & security|
architecture as

per regulatory
b) Provide re-designed network & securit along with S .. |auideline and
69 17 Deliverables (ejchnical specifications of network & seczmy solutions based on the We understand that bidder is expected to provide a new network & security gugges!/recomme
operational and business requirements of the BFSL. architecture diagram - please confirm d changes in
existing
architecture if
observe any gap
in the assesment.
Reports will be submitted as soft copy (password protected) in doc )

70 17 Deliverables g:] 0 pif format o wel 5 in Sgned dyc(opy_ ) Is signed copy required to be submitied? Yes
Standard payment
terms are 30 Days
from the date of
Invoice or same

7 18 4.2, Price VII. Terms of payment as indicated in the Purchase Contract... Please provide the payment milestones / schedule or the bidder can will be discuss

provide the payment milestone / schedule
separately or on
mutually agreed
terms with
shortisted bidder.

. 18 42, Price VIll. The Company will consider the Total Cost of Ownership (TCO) over Pleass explain this Please ignore this

a[Three year period] point.
14. Selected Bidder shall inform their readiness for the pre-delivery/post-
delivery inspection at least 15 days in advance. Inspection of the
centralized application and data base servers, etc. will be carried out at
73 23 4.5. Other RFP Requirements Tse ¥E:?e° rm:IIDbaelaar(\: :2::;/;?;;"{55« by Company or its nominated zve understand that this is not applicable to this RFP as the bidder will not | Understanding is
e submitting any product / application - please confirm correct
representatives after installation of the Solutions.....
17. However, the selected Bidder shallinstall and commission the
solution, in terms of this RFP, at locations designated by Company or at
such Centers as....
The Bidder shall submit the bid authenticated by an authorized person
7 2 5.2, Autherized Signatery from any o their offices in India. The Bidder's authorized signatory shall In-case the bid documents are signed using digital signature can this RFP term cannot
& authenticate by sign and seal, each page of the bid in original and requirement be waived off? be change
photocopies including brochures/ pamphlets/ write-up etc.
75 . 5.4, Intogrty Pact Al bidders will be required to enter into an integrity pact with the Is this document to be submitted along with the bid or only successful  |All participants
e Company as per the CVC guidelines. Please refer Annexure 08. bidder needs to be submit this? has to share.
Appendix 01 Technical Evaluation - Infrastructure Audits of Data Generally the Information Security or any other cybersecurity audit covers
7 . Annexures & Appendices Centre’s completed (In the last 5 years) in any Public sector Bank in Data Centre Infrastructure as a scope, hence it would be difficult to No Change

India, BFSI Sector other than Bank in India. - Assignments completed demonstrate the exact mentioned scope requirement in PO for all clients

in NBFC and hence consider the broad coverage of the audit
Complete cost for
full scope of work
required to be

77 a7 Annexures & Appendices Appendix 02 - Bill of Materials IS ﬂ:}f’gzi}:s:j:r;";;:e complete cost for the full scope of work not ;;‘:’e':'::g‘g“’”'
sections as per
mentioned in "Bill
of Material” sheet.

78 47 Annexures & Appendices - The Appendix 3, 4, 5 are required on Bidder's letter head - please confirm | Yes

Total number of Network/Security
devices
Total Number of Server and
Database server
Total Number of
APi(internal/External) and its number
of method
Total Number of
Application(internal/External) and its
Size(Bigimedium/small)
79 Page 9 30. 1. 1T Infrastructure (Data Centre, Disaster Recovery Centre) Total Number of appiication for Inventroy attached
Source code: Line of code
Total Number of source code:
certificate to be reviewed
Conduct rescan of VAPT activity
until closer of allfindings from above
listed VAPT activities: Kindly confirm
iteration
Are all devices accessible from 1
single location
80 Page 9 30. Scope of Work - Location of Audit for Techical & aMn“d'“g;'r"‘Ba"g""e
Process audit both -

81 Page 9 30. Scope of Work - Change Management Audit :‘;Eé;z:“d be the total count of the Inventory Attached
Vendor list will
provide during

8 Page 11 11c 1.1 (c) Review of outsource of IT Operation (DC & DR) in compliance :scff:;"m‘

with IS Policy.
Total number of vendors to be conduct physically
covered under the scope/ Can | be from BFSL
done remotely . If not then what be Goregaon Office.
the location of audit

83 Page 15 3 [Security Operations Centre what is the location of SOC. itis on Cloud

84 Page 16 4 Application Audit What would be the total count of the Inventory Attached

application.
kindly provide the details of the RBI, SEBI and
85 Page 17 6 Regulatory Compliance Audit guidelines to reviewed as part of NPCI regulatory
audit scope quidelines.
) ) Kindly go through
. Page 2 Eligiblity crteia Bidder must have provided/done similar service any 2-3 of the NBFC /| Lkinldy confirm us total number of ik
Financial Institute or Banks. work order to be submitted and for ;
evaluation file.
which vear
As per the RFP there s no cert-In
empanelned Organisation is
mentioned - Kinidy confirm i this
87 Pg 2 Eligibilty criteria CERT-IN Empaneliment tender is applicable for NON- CERT- No Change
In empaneliment vendors also. If not
then we request you to add this
clause and mention ( The Bidder
should be CERT-In empanelled
continuously for last 12 vears)
Do we need to submit along with the
88 Pg1 INTEGRITY PACT INTEGRITY PACT bid or once the Bidder is awarded - Needs to discuss
Kinldy confirm
Can you provide more details about
a) Network Security review assessment of network equipment i.e. the specific components under
89 10 1.1 (a) Conduct VAPT for IT Infra, Firewall, LB, WAF,y Switch, "netv::srk equ\pm':m" (Firewall, LB, |NA Inventory Attached|

Application and API's:

Access Point etc.

WAF, Switch, Access Point)as well
as count of devices that need to be
assessed for network security?




Are there specific regulatory board

%0 10 1.1 (a) Conduct VAPT for IT Infra, i) Conduct any additional scope required to comply to regulatory board | requirements that need to be NA iﬁ:‘:ls £Bl and
s: . regulatory
Application and API's: addressed, and could you provide quidelines.
details on the additional scope
Jrequired for compliance?
Do we need to conduct the IS audit
on samplet basis for the applications
91 16 4. Application Audit from Scope of Work  [t) Source Code Review for in house developed applications or please share the total number of -\, Inventory Attached
in house developed applications in
case all the in house developed
application needs to be considered
for IS Audit
. ) Information Security Audits completed (In the last 5 years) in any IRefquest :’?u k;"mdlf{ "/‘: jiusem bellu:vvd In the last .
@2 NA Point No. 1 of Appendix 01 Technical Public sector Bank in India, BFSI Sector other than Banks in n ontma |}7n ecurity Audif s‘com? eted (In the last 5 years) in any No Change
Evaluation indi Public/Private sector Bank in India, BFSI/FI Sector other than
ndia- Banks in India.
NA
Request you to modify the clause to below:
9 NA Point No. 2 of Appendix 01 Technical Infrastructure Audits of Data Centre’s completed (In the last 5 years) in Information Infrastructure Audits of Data Centre’s completed (In No Change
Evaluation any Public sector Bank in India, BFSI Sector other than Bank in India. the last 5 years) in any Public/Private sector Bank in India, BFSI/FI
NA Sector other than Bank in India.
DC Location is in
As per our assumption the DC location will be as per mentioned on page | mumbai
% NA 1 NA no. 1.. Along with these locations, Kindly confirm whether the activity were | Chandivali.
onsite or offsite. Activity should be
NA onsite.
Kindly share the below details,
1. Quantity of network devices to be reviewed under VAPT activity. Summary count
2.No. of internal and external web applications w r.t. type and Size of the | - ‘
by h oS W ° will share with
web application (Small, medium, large), thin client, thick client, mobile Inventory sheet
95 3 10 1.1(A) application- Android, 10S) o dotaie il
3. Kindly confirm total No. of API's? count of integrated & non-integrated
web APTS. share during
4. Source code review (please share the tentative No. of lines for source | 255esment:
1.1 (a) Conduct VAPT for IT Infra, | code for review)
Application and API's:
Review of outsource of IT Operation Tt come under
% 3 1 1.1(C) (DC & DR) in compliance with IS |Kindly confirm whether it comes under Vendor/third party audit.
- vendor audit
Policy.
The below-mentioned clause comes under as per OEM requirement, kindly b <o
share the exact requirement from audit perspective. mentioned n RFP
o7 3 11 1.1 (D) a) Acquisition in DC/DR, installation, Upgradation
on pafe 11 of 47
Management of Hardhare n b) Server sizing processes - hard disk capacity, RAM, Processing power |{1E2C T5E)
etc. as per requirements
with IT Policy
98 3 13 1.1 (h) Help Desk Kindly confirm whether this comes under Vendor/third party audit. Cef“;';‘fa‘;’:ﬂf'
Appointed
consultant will
share observation
The Bidder will be required to fix any » ) ~ |and the
winerabilty in the Appointment of | Kindly confirm whether the detected wulnerabilty has to be fixediremediated | "7 T
consultant for BFSL. by the appointed consultant? appiication
99 32 18 3| information Security Audit (IS As per our understanding & indusiry practice, the respective application [P (00
per wil
Audit).at no additional cost during | developer will be responsible for fixing the vulnerabilites identified by responaile for
the entire tenure of the contract. bidder. fixing the
These vulnerabiliies can be detected wulnerabilities
by the Company or can be a finding identified by
of any internal or external bidder.
audit conducted by the Company or
its auditors on a periodic basis.
Count of Firewall, Load balancer, Web Application Firewall, Switches, and
Access Points
100 4 o 1@ gounl of Servers and DB instances along with flavours Inventory Atiached
ount of pages per application
A- VAPT assessment of IT Infra Count of API endpoints
|twice in year Total count of Line of code for source code review
Count of Server racks
Count of UPS Systems
101 2 9 1.1(a) VAPT support for configuration Count of CCTV Inventory Attached
changes and new projects for one [ Count of physical security personnel
year Count of users for Privileged Identify Management
Review of outsource of IT Operation |Could you please share with us the guidelines for carrying outa RBI, SEBI and
102 3 1 1.1(c) (DC &DR)in with 1S audit of an IT service provider or do we conduct as |NPCI regulatory
Policy. per Industry Standard, ISO, CERT-In Guidelines etc quidelines.
BFSL Goregaon
and Gurugram
office, and DC,
We have to perform this activties onsite and if Yes, (Kindly share the DR locations i.e.
103 4 1 1.1(c)
Locations) Chandivali
) Mumbai and
Review of outsource of IT Operation Bangalore
(DC & DR) in compliance with IS respectively.
Policy.
Network Facility and Equipment | Count of VPN tunnels
104 5 12 1.4(f) [w Count of IPS, IDS and HSM Inventory Attached
Will share these
details with
105 6 14 1.4() No.of Policy Solocted vondor
Process Management Review for this actiity.
How many Servers in consideration - Windows, Linux, Unix, AIX etc. All
106 7 15 3 Physical, Virtual (VM), laaS (AWS, Azure etc), across all environments - | Inventory Attached|
Security Operations Centre Prod, Dev, UAT, DR etc
Number of locations from where logs will be collected. Three locations,
107 8 15 As per requlatory
Security Operations Cenre Log Retention Ratio - 3 month online, 9 months offline quidelines
Will share these
details with
108 9 No.of Architecture Network Diagram solected vondor
for this activity.
109 10 9 3.0 Scope of Work - SP=Service Should SP be an CERT-In Empanlled Yes
Provider
Standard payment
terms are 30 Days
from the date of
Invoice or same
110 1 32 7 Could share what will be payment terms will be discuss
separately or on
mutually agreed
terms with
isted bidder.
Payment Terms.
1. IT Infrastructure (Data Centre,
Disaster Recovery Centre)
2. Business Continuity Plan &
111 Disaster Recovery Planning Inventory attached
3. Security Operation Centre (SOC)
4. Application Audit
5. Change Management Audit
6. Regulatory Compliance Audit
7. Consulting Services a need basis [We request you to please provide the Infra details and Number of
9 3 the audit. ication for the effort estimati




tender is for "Appointment of
consultant for BFSL
Information Security Audit (IS Audi

Is the setup of the SOC also part of
the above scope?

293Scope of Work

Broad Scope given as under
however detailed / Final scope wil be
given at the time of actual allocation
of Work:

1. IT Infrastructure (Data Centre,
Disaster Recovery Centre)

2. Business Continuity Plan &
Disaster Recovery Planning

3. Security Operation Centre (SOC)
4. Application Audit

RFP term cannot

112 5. Change Management Audit be change
6. Regulatory Compliance Audit
7. Consulting Services a need basis
throughout the auditOut of these 7
Bob Financial is inviting bids from Service Providers (SP) to define, roll- |areas to be audited
out and support a comprehensive Security Operations Center (SOC) | 1. What are the regulatory
Framework which will provide assurance on the security postureand | compliance audits and how often do
enhance Bob Financials capabilities to monitor, respond and mitigate | we ned to conduct the audit?
threats against Bob Financial. 2. How many applications are in the
Bob Financial intends to remodel its existing Security Operations Center |scope of the audit? Does it cover
(SOC) by engaging with a Service Provider (SP) which has a VebApp audit as well as applicat
and proven business model, i i security
o . solution and enablers, high- | 3. Can you elaborate on the
performance personnel, while maintaining the ability to support Bob consulting services requirements?
Financials evolving requirements. 31011, IT INFRASTRUCTURE
The service provider will be required to define, roll-out and supporta | SP shall carry out a review to ensure
comprehensive SOC Framework which will effectively and efficiently  |IT Infrastructure compliance with IT
monitor, respond, and mitigate various threats faced by Bob Financial. _| Policy of BFSL. Will this
Scope of Work Out of these 7 areas to be audited RBI, SEBI and
Broad Scope given as under however detailed / Final scope will be given | 1. What are the regulatory NPCI regulatory
113 at the time of actual allocation of Work: compliance audits and how often do guidelines. The
1. 1T Infrastructure (Data Centre, Disaster Recovery Centre) we ned to conduct the audit? device inventory
2. Business Continuity Plan & Disaster Recovery Planning 2. How many applications are in the details attached
3. Security Operation Centre (SOC) scope of the audit? Does it cover
4. Application Audit WebApp audit as well as application
5. Change Management Audit security assessment?
6. Regulatory Compliance Audit 3. Can you elaborate on the
7. Consulting Services a need basis throughout the audit consulting services requirements?
14 1. 1T INFRASTRUCTURE DC, DR, BCP and
SP shall carry out a review to ensure IT with IT | Will this cover HO + 38 HO Location.
Policy of BFSL. locations mentioned in the RFP?
Can you please give the count of the
IT infrastructure components and
applications within the scope of the
VAPT Activity
115 - Servers Inventory Attached

1.1 (a) Conduct VAPT for IT Infra, Application and AP!'s:

2. Network Devices
3. Security Devices
4. Endpoints

5. Applications

6. APIs

7. Databases




